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Abstract: 

Growth and development of the Internet in the recent years has been very significant. But, the security and authentication is still a 

challenging problem. The security and authentication of the users in the Wireless LANs is also a serious issue. Hence, the security 

of the network users has become a vital factor. There are various techniques available in the literature which make use of 

passwords, smart cards etc., to provide network related security. But these conventional authentication systems have lot of 

limitat ions. Now a day’s  face recognition is used to provide security to the network users. This paper proposes the method for 

extraction of facial features and generation of complex polynomial which is being used to overcome this security concern. 
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I. INTRODUCTION 

 

One of the most successful applications of image analysis and 

understanding, face recognition has recently received 

significant attention, especially during the past few years. 

There are at least two reasons for this trend; the first is the 

wide range of commercial and law enforcement applications 

and the second is the availability of feasible technologies after 

30 years of research. In addition, the problem of machine 

recognition of human faces continues to attract researchers 

from disciplines such as image processing, pattern recognition, 

neural networks, computer vision, computer graphics, and 

psychology for various reasons. The strong need for user-

friendly systems that can secure our assets and protect our 

privacy without losing our identity in a sea of numbers is 

obvious. At present, one needs a PIN to get cash from an 

ATM, a password for a computer, a dozen others to access the 

internet, and so on. Although very reliab le methods of 

biometric personal identification exist, like iris scans, these 

methods rely on the cooperation of the participants, whereas a 

personal identification system based on analysis of frontal or 

profile images of the face is often effective without the 

participant’s cooperation or knowledge [1]. An approach for 

network security is made using a novel technique for personal 

authentication, where the biometric feature used for 

authentication are the features of the face. The configuration of 

the facial features is unique for each individual so it can be 

used for the authentication purpose.  

 

II. LITERATURE S URVEY 

 

W. Zhao [1] provides an up-to-date critical survey of still- and 

video-based face recognition research. It provides a 

comprehensive survey, which not only categorize existing 

recognition techniques but also present detailed descriptions of 

representative methods within each category. In addition, 

relevant topics such as psychophysical studies, system 

evaluation, and issues of illumination and pose variation are 

covered. Matthew Newell [2] discusses the face recognition 

executed by examining the features of a person’s face by way 

of digital video imagery. This process measures characteristics 

such as the distances of the subject’s facial construction points 

such as the pupil distance, dimensions of the nose, and the 

mouth and dimensions of the jaw. Terminals designed to verify 

face structure are constructed with either a single camera or 

multip le cameras which capture the image of the subject from 

many angles using 3D capability and assemble the biometric 

points for verification or by the use of a single camera in which  

the user looks direct ly at one lens. K.Saraswathi et..al., [3] 

proposed an approach for network security using a novel 

technique for personal authentication, where the biometric 

feature used for authentication is the retinal vessel tree. The 

configuration of the retinal vessels is unique for each 

individual and that it does not vary forever, so it can be used 

for the authentication purpose. The diverse phases included in 

this proposed approach are user registration, Extraction of 

features, Normalization and building secret key. The 

performance of the proposed approach is evaluated using the 

experimental observation. The simplicity and efficiency of the 

proposed method make it readily to be applied alone or 

incorporated with other existing security methods. Fuzzy Vault  

for Fingerprints by Umut Uludag, et.al.,[4] discusses how 

biometrics-based user authentication has several advantages 

over traditional password-based systems for standalone 

authentication applications, such as secure cellular phone 

access. This is also true for new authentication architectures 

known as crypto-biometric systems, where cryptography and 

biometrics are merged to achieve high security and user 

convenience at the same time. The paper also proposes the 

realization of a previously proposed cryptographic construct, 

called fuzzy vault, with the minutiae data. This  construct aims 

to secure critical data (e.g., secret encryption key) with the 

fingerprint data in a way that only the authorized user can 

access the secret by providing the valid fingerprint. The results 

show that 128-bit AES keys can be secured with fingerprint 

minutiae data using the proposed system. 

 

III. METHODOLOGY 

 
A. Feature extraction 

 

The face recognition technology is considered a natural means 

of biometric identification since the ability to distinguish 

among indiv idual appearances is possessed by humans. Facial 
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scan systems can range from software -only solutions that 

process images processed through existing closed-circuit  

television cameras to fully fledged acquisition and processing 

systems, including cameras, workstations, and backend 

processors. With facial recognition technology, a single 

camera is used in which the user looks directly at one lens and 

this obtained image is used to analyze the distances of the 

subject’s facial construction points (minutiae feature points) 

such as the distance between eyes, mouth or nose, the pupil 

distance, dimensions of the nose, and the mouth and 

dimensions of the jaw (Fig 1) [5-6]. These nodal points are 

measured creating a numerical code, called face print, 

representing the face in the database [7]. When an input is 

inserted to be checked, the program create a new face print 

number and check if there is another similar number in the 

database. 26 features points of the face are considered and set 

as threshold. During comparison if the value is above threshold 

then it results in low False Accept error. Thus these 

measurements are stored in a database and used to compare 

with a subject standing before a camera. It basically focuses   

on positioning of these attributes. There are two types of           

face recognition protocols: - face verification and face 

identification. Face verification is used to authorize the person 

and Face identificat ion is used for matching input with 

registered input [8]. An optimal image is captured through a 

high-resolution camera;  with moderate lighting. A user faces 

the camera, standing about two feet from it. The system locates 

the user’s face and performs matches against the claimed  

identity or the facial database. It is possible that the user may 

need to move and reattempt the verificat ion based on his facial  

position. The system usually comes to a decision in short time. 

Facial-scan technology is based on the standard biometric 

sequence of image acquisition, image processing, distinctive 

characteristic location, template creation, and matching. The 

enrolment images define the facial characteristics to be used in 

all future verificat ions, thus a high-quality enrolment is 

essential. 

 
        Figure. 1: Feature extraction 

 

Challenges that occur in the image acquisition process include 

distance from user, angled acquisition, which includes image 

positions that are tilted and lighting. Distance from the camera 

reduces facial size and thus image resolution. Users not 

looking directly at the camera positioned more than 15 degrees 

either vertically or horizontally away from ideal positioning 

are less likely to have images acquired. Lighting conditions, 

which cause an image to be underexposed or underexposed, 

can cause challenges? After the issues with image acquisition 

are resolved, the process of image processing takes place. 

Color images are normally reduced to a black and white and 

images cropped to emphasize facial characteristics. Images are 

normalized to account for orientation and distance. Images can 

be enlarged or reoriented as long as a point between the eyes 

serves as a point of reference. The processes of characteristic 

location can then take place. There are several matching 

methods available for facial scans which attempt to match 

visible facial features in a fashion similar to the way people 

recognize one another. Areas of the face not apt to change over 

time such as sides of the mouth, nose shape and areas around 

the cheekbones, distinctive characteristics most often used in 

image matching. Areas likely to change over time, such as 

ones hairlines are not normally used for verificat ion. Facial-

scan technology is the only biometric capable of identificat ion 

at a distance without subject complicity or awareness. This 

allows police to install facial-scan technology in public places 

to survey crowds and for security to accomplish the same at a 

casino house as an example, it is not intrusive. This capability 

also quiets those who express concern about a biometric that 

physically touches them or about touching a device that others 

may have had contact with. Also, static images can be used to 

enroll a subject. This can shorten the time to enroll a target 

population compared to an automated Fingerprint 

Identificat ion system (AFIS), which can take years to 

accomplish. Facial-scan technologies are not used just in 

airport or in according the ePassport, but it was used for the 

surveillance too due to its ability to use pre-existing static 

images. Its principal robustness is the fast collectability. It is 

easy to collect data and store them into the database, for this 

reason people accept this technology more than an intrusive 

one (like the DNA scan or the iris scan). The principal 

weakness is that uniqueness of individuals is not so precise; 

two people can be alike and the input can be accepted even if 

there is not a pattern of that specific person, but just a pattern 

of a similar one. If this problem is added to the high FRR then 

the result is that the system is fast and non-intrusive but there 

is a good probability to do not have an exact match for every 

measurement [9]. The process goes through encoding and 

decoding, which is exp lained below. 

 
B. Steps involved in feature extraction 

 

The image is captured (Fig  2a) and resized to a standard size. 

Preprocessing of the image is done, which includes, color to 

grayscale conversion (Fig 2b), filtering using median filter to 

remove noise from the image (Fig 2c).  

             
 Figure.2.a: Original Image      Figure.2. b: Grayscale Image

             

                
 Figure. 2c: Noise Eliminated Image    Figure. 2d: 

Segmented Image 

 

                
Figure. 2e: Binary Converted Image   Figure. 2f: Thinning  

Of Image 
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Figure. 2g: Extraction of Facial Minutiae Points 

Obtained processed image is subjected to segmentation by 

using thresholding method (Fig 2d). This method is based on a 

clip-level (or threshold value) to turn a gray-scale image into a 

binary image. Histogram used here is BHT. The balanced 

histogram thresholding approach (BHT) assures that the image 

is divided in two main classes. The background and the 

foreground. The BHT method tries to find the optimu m 

threshold level that divides the histogram into two classes. This 

method weighs the histogram, checks which of the two sides is 

heavier and removes weight from the heavier side until it  

becomes lighter. It repeats the same operation until the edges 

of the weighing scale meet (Fig 2e). Later thinning is carried  

out to get a skeleton-like image of the face (Fig 2f). After  

thinning dimension, features of the face are extracted (Fig 2g)  

[10]. 

 

C. CRC-CCITT 

CRC, a sequence of redundant bits, called cyclic redundancy 

check bits, are appended to the end of data unit so that the 

resulting data unit becomes exactly d ivisible by a second, 

predetermined binary number. At the destination, the incoming 

data unit is divided by the same number. If at this step there is 

no remainder, the data unit is assumed to be correct and is 

therefore accepted. A remainder indicates that the data unit has 

been damaged in transit and therefore must be rejected. We use 

CRC to detect errors and store images that get transmitted. We 

use FPGA to store images, that data is transmitted in parallel 

for storage purpose. 

The polynomial for CRC generation is  given by:   

CRC-CCITT = X
16

 + X
12

 + X
5 

+ 1 
 

D. Encoding 

 
Figure. 2 : Encoding block 

The transformed features are encoded. Extra layer of security 

to the biometric database is provided by the password. The 

minutiae points from face are integrated together. Secret 

message is created as a 128 b it stream. This secret message is 

transformed with the password. The 16 b it CRC is added to the 

transformed key S to obtain144 bit Secret Code (SC). The 

minutiae points whose Euclid ian distance is less than D are 

eliminated in the combined set. x and y coordinates (each 8 

bits) are concatenated to get 16 bit lock/unlock unit ‘u’. The 

‘u’ values are sorted and first N of them are selected. The SC is 

partitioned into 9 non overlapping segments of 16 b its each. 

Each segment is altered to its decimal equivalent to account for 

the polynomial coefficients (C8, C7 …C0). All operations take 

place in Galois Field GF (216). The projection of ‘u’ on 

polynomial ‘p’ is found. Now the Genuine points set G is (u i, 

P(ui)). Random chaff points are produced which are 10 times 

in number that of the genuine points. Both the genuine and 

chaff point sets are combined for the encoding [11]. Secret S is 

any data that needs to be protected, but the size of S that can be 

feasibly protected is limited by the capacity of the entity used 

for locking and unlocking the vault. Currently, we use x and y 

coordinates of minutiae points for locking/unlocking the vault. 

We first align the minutiae, namely compensate for the 

translation and rotation between template and query minutiae 

data. Encoding operation secures S with face minutiae data: if 

a query minutiae set similar to the template minutiae set is 

presented during decoding, it indicates the presence of an 

authorized person and S can be reconstructed accurately. The 

vault operation is decoupled from any backend application 

(e.g., encryption/decryption using S): vault is only responsible 

for securing S with face data. The face template has the role of 

a key. Th is is not the key in traditional cryptosystems         

(e.g., AES) rather; it has the role of a key for a new 

cryptographic construct, namely the fuzzy vault. In the current 

implementation, S is generated as a 128-bit random bit stream. 

This can simulate securing AES symmetric encryption keys. 

Our algorithm decodes many candidate secrets, that is, 128 bit  

complex polynomial contains the 16 bit password, in order to 

retrieve the 16 bit password (candidate secrets), comparison of 

candidate secrets with the polynomial is done. The data is 

decoded during the decoding process. In later stages to identify 

which one of these candidates is the actual secret, we need to 

put some structure into the secret S in the encoding process. By 

checking the validity of this structure during decoding, the 

algorithm can identify whether a given candidate secret is 

correct or not. Cyclic Redundancy Check (CRC) is a 

generalization of the simple parity bit checking. It is 

commonly used in communication channel applications for 

error detection where the errors are introduced due to channel 

noise. In our case using incorrect minutiae points during 

decoding will cause an incorrect polynomial reconstruction, 

resulting in erro rs. In the current implementation, we generate 

16-bit CRC data from the secret S. Hence, the chance of a 

random error being undetected (i.e., failing to identify an 

incorrect decoding) is 2
-16

. The 16-bit primit ive polynomial we 

use for CRC generation is called “CRC-CCITT”. Appending 

the CRC bits to the original secret S (128-b its), we construct 

144-b it data SC. Po lynomial p (u): 144-bit  SC can be 

represented as a polynomial with 9 (144/16) coefficients in GF 

(216), with degree D = 8. Hence, p (u) = c8u
8 

+ c7 u
7
+ ... + c1 u 

+ c0.Two sets composed of point pairs need to be generated. 

The first one, called genuine set G, is found by evaluating p (u) 

on the template minutiae features (T). Starting with N template 

minutiae (if we have more than N minutia, we choose the first 

N sorted according to ascending. The second set, called the 
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chaff set C, determines the security of the system. Union of 

these two sets, G U C, is finally stored [12]. 

 

E. Decoding 

 
Figure. 3 : Decoding Block 

 

The encrypted data and minutiae feature point are decrypted in 

the authentication phase by the user password. Password based 

transformation is applied to the query feature points and the 

data server is unlocked. From the query templates of the face, 

unlocking points (N in number) are extracted. The unlocking 

set is found as in encoding. This set is compared with the data 

server to separate the genuine point set for polynomial 

reconstruction. To decode the polynomial all combinations are 

tried from this set. Lagrangian interpolation method is used for 

polynomial reconstruction. For a particular combination of 

feature points the polynomial gets decoded. In order to decode 

the polynomial of degree 8, a minimum of at least 9 points are 

needed. If the combination set contains less than 9 points, 

polynomial cannot be reconstructed easily. Now the 

coefficients and CRC are appended to arrive at SC*. Then SC* 

is divided by the CRC primit ive polynomial. If the remainder 

is not zero, query image doesn’t match template image and the 

secret data cannot be extracted. If the remainder is zero, then 

query image matches with the template image and the correct 

secret data can be extracted. In this case SC* is divided into 

two parts as 128 b it secret data and the 16 bit CRC code [13]. 

A user tries to unlock the vault V using the query minutiae 

features. Assuming that we have N query minutiae (Q), u1
*
, 

u2
*

.,uN
*
, the points to be used in polynomial reconstruction are 

found by comparing, u i
*

, i= 1,2.. N, with the abscissa values of 

the vault V, namely, vl
*

, l= 1, 2.. (M + N): if any, ui
*

, i= 1, 2... N 

is equal to, vl
*

, l= 1, 2... (M + N), the corresponding vault point 

(vl, wl ) is added to the list of points to be used. We assume 

that this list has K points, where K is less than or equal to N. 

Now, for decoding a D-degree polynomial, (D+1) unique 

projections are necessary. We find all possible combinations of 

(D+1) points, among the list with size K. Hence, we end up 

with C (K,D+1) combinations. For each of these combinations, 

we construct the Lagrange interpolating polynomial. For a 

specific combination set given L= {(v l,wl ), (v2,w2 )… 

(vD+1,wD+1 ). This calculation is done in GF (216) and yields p 

(u) = c8
* 

u
8
+ c7* u 

7
+ ... + c1 u + c0. The coefficients are 

mapped back to the decoded secret SC*. For checking whether 

there are errors in this secret, we div ide the polynomial 

corresponding to SC* with the CRC primitive polynomial. Due 

to the definition of CRC, if the remainder is not zero, we are 

certain that there are errors. If the remainder is zero, with very 

high probability, there are no errors. For the latter case, SC* is 

segmented into 2 parts: the first 128-bits denote S* while the 

remain ing 16-bits are CRC data. Finally, the system outputs 

S*. If the query minutiae list (Q) overlaps with template 

minutiae list (T) in at least (D+1) points, for some 

combinations, the correct secret will be decoded, namely, S* = 

S will be obtained. This denotes the desired outcome when 

query and template face are from the same face. The CRC is an 

error detection method, and it does not leak information that 

can be utilized by an imposter attacker (Bob). He cannot learn 

which one of the polynomial pro jections is wrong; hence he 

cannot separate genuine points from chaff points  [14]. 

 

IV. CONCLUS ION 

 

In this paper we have successfully implemented a method      

for secure transmission and identification of the person          

by biometric method with matched images and put a 16-bit  

secret key for double authentication thus creating a robust 

architecture. The features have been extracted and are 

converted into 16-bit data and this is combined with 16-bit  

secret key to produce a 128-b it polynomial. Later using CRC-

CCITT technique the 16 bit password is retrieved. Also the 

authentication of the user is checked. 
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